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ABSTRACT
Posters are widely in practice to communicate cybersecurity aware-
ness (CSA) messages. This popularity could be because it is one of
the simplest mechanisms, and most people are accustomed to poster
usage. Despite this, very little effort has been made to make the CSA
poster design and assessment more systematic. Due to this, there
exists a wide variation in CSA poster design. Alarmingly, many of
them do not align with the needs and objectives of CSA. This study,
therefore, intends to collect and analyze the properties that can
guide the production of more uniform and effective posters for CSA
purposes. At the same time, the study contributes to making the
poster design and quality assessment approach more systematic. In
order to do so, this study used a literature review for the elicitation
of properties and an online assessment to analyze the relevancy
of the elicited properties. As a final result, the study provides six
main properties (i.e., topic, information quality, message framing,
suggestions quality, content presentation, localization, and style
and formatting) and their respective twenty-one sub-properties
that can facilitate CSA poster design and its quality assessment.

CCS CONCEPTS
• Security and privacy→ Human and societal aspects of se-
curity and privacy; Cybersecurity awareness.

KEYWORDS
cybersecurity awareness, poster design, poster quality assessment

ACM Reference Format:
Sunil Chaudhary, Marko Kompara, Sebastian Pape, and Vasileios Gkioulos.
2018. Properties for Cybersecurity Awareness Posters’ Design and Quality
Assessment. In Proceedings of Make sure to enter the correct conference title
from your rights confirmation emai (Conference acronym ’XX). ACM, New
York, NY, USA, 8 pages. https://doi.org/XXXXXXX.XXXXXXX

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for components of this work owned by others than ACM
must be honored. Abstracting with credit is permitted. To copy otherwise, or republish,
to post on servers or to redistribute to lists, requires prior specific permission and/or a
fee. Request permissions from permissions@acm.org.
Conference acronym ’XX, June 03–05, 2018, Woodstock, NY
© 2018 Association for Computing Machinery.
ACM ISBN 978-1-4503-XXXX-X/18/06. . . $15.00
https://doi.org/XXXXXXX.XXXXXXX

1 INTRODUCTION
Cybersecurity awareness (CSA) refers to being mindful of cyber-
security issues that affect one’s personal and professional life. It
primarily entails cognition (acquiring knowledge and comprehen-
sion of cybersecurity challenges), which leads to cybersecurity
behavioral adjustments brought about by positive changes in cy-
bersecurity attitudes [10] [40] . The ultimate purpose of CSA is
to persuade or motivate people to adopt secure behavior while
discouraging them from engaging in risky activities. This is best
accomplished by delivering the right security information in the
right amount and format to the right audience at the right time, via
the right dissemination channels. The information provided is often
enough to draw individuals’ attention to security risks, compre-
hend their potential consequences, and respond appropriately. CSA
activities are usually aimed at a large audience, who are primarily
passive recipients of the information [37].

CSA initiatives use various communication channels, for ex-
ample, posters, illustrations, videos, emails, infographics, comics,
brochures, websites, leaflets, newspapers, events, games, and so
on, to reach and deliver the awareness message/information to the
target audience [11]. These communication channels have their
own advantages and disadvantages of using them [21]. Similar to
in other fields, such as advertisement, healthcare awareness, and
social issues awareness, posters are popular and common in CSA.
Many organizations including ENISA, EUROPOL, InfoSec Insti-
tute, SANS Institute, and Cyber Safe Work, produce and distribute
posters to raise the CSA of people. The popularity of a poster could
be because it is one of the simplest and cost-effective awareness
mechanisms and also people are largely accustomed to its usage.
Posters initially used to be a conventional method of CSA (i.e.,
generally uses textual and image content), but this has changed
with digital transformation. Utilizing digital technology, posters’
information richness [53] is easily improved, for example, posters
include a clickable link or QR code that directs interested people to
a website with detailed information on the subject or with a feed-
back form. Moreover, using mass media like email, social media,
and websites, such posters are effortlessly disseminated, and their
message is communicated to a mass audience.

Currently, CSA posters with one-line text and whole page text,
with and without images on them, with fancy and plain typography,
or with and without weblink are in use. With such diversifications
in the poster, it is worthwhile to ask which design approach can
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be the most effective for CSA purposes. On the one hand, many
organizations depend on posters for CSA, whereas on the other
hand, very little effort has been made to make the poster more
uniform and effective for the purpose. For instance, it is still not
well-defined what message to include for an effective CSA poster.
Furthermore, the poster design and assessment are also largely
based on unsystematic approaches. Therefore, this study intends
to elicit and analyze the properties that can guide or be useful for
CSA poster design and its quality assessment. By properties, we
mean aspects like the content of a poster, the poster’s appearance,
and so on. To the best of our knowledge, there does not exist any
proper and comprehensive study to analyze and systematize poster
design and its quality assessment exclusively for CSA purposes.
Indeed, there exist many templates and guidelines for poster design,
however, they are fundamentally for scientific (i.e., research presen-
tation) [51], marketing (i.e., advertisement) [50], and other purposes
posters. Moreover, these available templates and guidelines do not
align with or fulfill the specific needs and objectives of CSA.

The nature of cybersecurity, its sensitiveness, and the expecta-
tion from its awareness is vastly different from, for example, adver-
tisement, scientific research presentation, and even awareness of
healthcare and various social issues. Cyberspace and its security
are often considered to be complex in nature; unlike the physical
world the concepts of, for example, distance, border, proximity,
laws, thieves (bad people), and valuables are obscure. In cyberspace,
an individual from one country, regardless of its distance, border,
or legal system can attack and steal valuable data stored on servers
stationed in another country. Similarly, who is responsible for the
surveillance and protection of what is unclear. For example, in an
organization, it is well-defined that security guards are responsible
for surveilling and protecting its physical premises and property,
whereas the responsibility of surveilling and protecting its IT sys-
tems and assets from potential cyberattacks is on every employee.
Obscurities like these make cybersecurity a difficult concept to un-
derstand and comprehend for many people. And raising awareness
of this concept with the purpose to result in actions and a long-term
behavior change by using static information on posters is obviously
a challenging endeavor.

2 RELATEDWORKS
While there exists quite some work on how to measure security
awareness programs [3] [2] [57] [45], all of these address awareness
campaigns in general and none of them is specifically targeting
posters. While posters were included in some of the awareness cam-
paigns [48] [8], they were not specifically evaluated. Even though
Boujettif and Wang [6] asked participants to create and evaluate
posters, the hidden task was that the participants should deal with
the content on the posters. Neither were there specific design crite-
ria explained, besides the task to make the poster as creative and
as funny as possible, nor were there the results or criteria of the
evaluation discussed. Closest to our work is the work from Kajzer et
al. [36] who investigated in an experiment which message types on
a CSA poster were better memorized by the participants. However,
they did not assess the effects of the poster on the success of the
CSA campaign. Besides this work, to the best of our knowledge,
our work is the first specifically focusing on CSA posters.

3 ELICITATION OF CSA POSTERS’
PROPERTIES

In order to elicit the properties, we utilized a nonsystematic (pur-
posive) literature review (LR) [14]. In contrast to a systematic LR,
a nonsystematic LR is not obligated to be explicit about the meth-
ods, particularly, the search strategy and selection criteria used for
the identification and inclusion of relevant literature [32]. Elicit-
ing properties for poster design and quality assessment required
exploration of concepts from diverse disciplines and leveraging
them for the study’s purposes. This includes concepts both from
within and outside the cybersecurity discipline, notably but not
limited to message framing, usability and user experience, and user
psychology. And to cover such a wide range of fields and thereby
yield insights could not be achievable by using a systematic LR.
In addition, a nonsystematic LR provides the flexibility to pursue
ideas and findings that emerge unexpectedly during the process of
the review [14].

However, to ensure the quality of selected literature, we used
mostly peer-reviewed journal and conference papers, and reports
from organizations with a reputation for security research. The
elicited properties and their respective sub-properties are listed in
Figure 1. Apart from Style and Formatting, the remaining properties
are applicable to CSA when using other communication channels
than posters. The properties and their sub-properties, their meaning,
rationale, as well as viable mechanisms to apply them are explained
next.

Figure 1: Properties for CSA Poster’s Design and Quality
Assessment

3.1 Topic
3.1.1 Specific. The topic should focus on a single security issue at
a time [27]. Focusing on a variety of issues at the same time can be
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complex, confusing, and more importantly, cognitively overloading
for the audience. Naturally, some topics may require discussion
on multiple related issues, for example, phishing includes email
phishing, website forgery, smishing, vishing, spear phishing, whal-
ing, clone phishing, and social engineering. Such a topic should
be appropriately broken down into smaller, more manageable, and
cognitively friendly sub-topics where each sub-topic is discussed
or organized separately.

3.1.2 Relevant. The topic should be relevant to and align with
the roles and responsibilities of the target audience (or the goals
and objectives of their organization) [21] [56]. More importantly,
it should be inclusive to cover everyone in the audience group [9].
This is important particularly to attract and catch the audience’s
attention towards the awareness initiative as well as posters. Many
organizations, notably ENISA [22], publish threat landscape reports
on a regular basis, and consulting these reports will help to identify
prime threats as well as major trends in threats, threat actors, and
attack techniques. However, a needs assessment [56] can be used
to determine the topics that are specifically relevant to the target
audience group.

3.2 Information Quality
3.2.1 Credible and consistent. Accuracy and consistency in infor-
mation help to build trust [42], and trust fosters compliance [7]. As
a matter of fact, correctness represents one of the components of
7Cs for effective communication [4]. So, the information should
be correct (preferably as advised by cybersecurity experts or au-
thorized bodies [20]) and consistent in language, design, and more
importantly factual. Moreover, it should put a realistic perspective
(and not an exaggeration of the cybersecurity issue) [26], and no
information should conflict with or contradict each other.

3.2.2 Complete. The basic information that the audience needs to
know and, if applicable, to act should be included [4]. For instance,
Entman’s [24] message-framing process, if adapted for a CSA pur-
pose, recommends including i) stating the problem or threat, ii)
explaining why it is relevant to the audience i.e., its effects and im-
pacts, iii) mechanisms to assess and identify it, and iv) its potential
preventions or mitigations. Interestingly, Arain et al.[1] found and
suggested including a similar list of information for CSA purposes.
Sometimes, when it is difficult to accommodate all the information
in a poster, a reference (as a web link) from where to get more
information should be included. Suggesting this reference could
motivate the interested audience to further explore it.

3.2.3 Up to date. Cybersecurity is dynamic in nature. So, the infor-
mation should continually manage to include current changes in
cyber risk profiles [3]. They include the changes in security threats,
technologies, and protections and also in policies and procedures
[21] relevant to, for instance, the audience’s job functions. While
failing to do so will obviously minimize the impact of posters. More
alarmingly, equipping the audience with outdated cyber security
information (instead of the current one) could potentially do more
harm than good. As has been quoted by Daniel J. Boorstin, “the
greatest enemy of knowledge is not ignorance, it is the illusion of
knowledge”, such supposedly aware people with a false sense of

security may misidentify or underestimate the cyber threats and
become more vulnerable to them.

3.3 Message Framing
3.3.1 Direct. The message should be explicitly directed at the audi-
ence [26]. A message is more likely to be accepted and acted upon if
the individual feels that it is explicitly directed at him or her rather
than generically to everyone. This means the message should be
more personalized to the audience and connect to the issues rel-
evant and stimulating to them. The message can be made more
direct and tangible by using evidence-based framing strategies [18],
for example,

• Putting the need of cybersecurity in a practical context.
• Making it apparent who the enemies are in the fight against
cyberattacks.

• Putting a face to cybersecurity by highlighting its heroes
(i.e., the audience group).

• Demonstrating the importance of cybersecurity to society.
• Connecting cybersecurity to people’s daily lives.

3.3.2 Positive. The message should focus on good security habits
(i.e., informing what to do) rather than explaining bad security habits
(i.e., informing what not to do) and their consequences. Since secu-
rity is rarely the primary concern [19], so telling what to do and
how to do it correctly can be presumably more actionable. More-
over, a study has shown that positively framed messages are more
persuasive where there is little emphasis on details [43], which is
suitable in the case of CSA, which deals with providing enough in-
formation to make an individual stay vigilant about cyber risks and
know what to look out for [37]. Not to mention, fear and anxiety
undermine the cognitive capacity hampering the learning process
[17], and do not produce a positive impact on security behavior
whereas providing a coping message (i.e., information on how to
minimize exposure to risk) does [5] Then, there is always a risk
of experiencing psychological reactance [52] by some people, who
perceive that many of their online behaviors have been restricted
by the information on what not to do.

3.4 Suggestions Quality
3.4.1 Doable. In awareness, making clear calls for achievable ac-
tions is vital to motivate people to act [13]. As a result, the sug-
gestions made should be meaningful to the audience (i.e., avoid
impractical proposals) that they can correctly apply or implement.
With impractical suggestions, it is highly possible that the audience
would ignore or bypass them, and if applied, they could be incorrect.
Further, it has been discovered that the perceived ease of use has a
positive effect on security behavior [44]. However, the concept of
impracticability is contingent on the audience’s computer literacy
as well as their willingness and ability to learn new computer skills.
Nonetheless, the suggestions should include not just what to do but
also how to accomplish it.

3.4.2 Convenience. People always intend to achieve their primary
task, and in this process, security often becomes a secondary con-
cern [19]. So, applying the suggestions should not be taxing or
noticeably obstruct and slow down the primary responsibility of
the audience. Otherwise, the audience will find ways to get around
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the suggestions [34]. Moreover, this is significant since the perceived
cost of compliance has a detrimental effect on security behavior [44].
This also implies that the suggestions should facilitate achieving
the primary concern of the audience both smoothly and securely.

3.5 Content Presentation
3.5.1 Clarity. Clarity should be in both the purpose and content
[4]. Otherwise, the message conveyed could get misunderstood
or misinterpreted. For this purpose, it is suggested to consider a
specific goal at a time and to use exact, appropriate, and concrete
vocabulary. Further, the vocabulary and phrases used to present
content should be appropriate to the audience (i.e., avoid ambiguous
words, complex words, and jargon). Using familiar words in the
text helps the learners in different ways, for instance, it improves
reading speed, lessens cognitive load to understand the text, and
enhances the recall of information [28]. After all, no one complains
about the content being too simple to understand while a poster
relying on a specific term, e.g. phishing, might not have the desired
effect if the reader does not know what phishing means [39].

3.5.2 Conciseness. The content should be brief, to the point, and
comprehensible for the audience [4]. This can be performed by
including only what the audience needs to know but not what
would be nice to know. Its significance in a poster design, where
space for content is limited, is extremely high. After all, there is
always a possibility to include detailed information in the provided
weblink for the interested audience.

3.5.3 Well-structured. The content structure influences the learner’s
ability to comprehend and recall the information conveyed [33]
[49]. So, it should be well organized and structured. Theoretically,
there are different ways to organize or sequence content elements,
for instance, the problem followed by its solution, simple to complex
concept, familiar to unfamiliar concept, and most to least important
information [49]. However, which option would be appropriate
to learn cybersecurity concepts may require further investigation.
Based on the observation of several CSA contents, a potentially
viable structure for the overall content could be in the sequence
similar to Entman’s [24] message-framing process, i.e., what is the
problem, how to identify it/ its characteristics, and what solution
fits. And when listing the problem characteristics and protection
measures, they can be arranged in the sequence of from the most
important to the least important.

3.5.4 Uses multi representation. The content should use various
representations to complement each other, for example, a graph or
image to complement the text, and reinforce the main message by
highlighting them. This richer representation using different cues
improves the understandability and memorability of the message
[53] [16] and, at the same time, accessibility for different types of
audiences, for example, differently abled audiences. Additionally, a
memorable message has proven to lead to behavior change.

3.5.5 Understandability of the main message. The audience should
be able to understand the main message in a very short span of
time in order to attract their attention. In general, average human
attention dwindled to only 8 seconds in 2013 [46]. So, any message
(or goal) taking a relatively long time to understand has to face the

dwindling attention and interest of the audience. This may lead
to a situation where the audience gets completely uninterested in
learning about it. To improve the main message’s understandability,
sub-properties listed for the topic and content presentation could
help.

3.5.6 Localized. Localization is about attempting to remove the
cultural barriers that may exist, which is important for CSA [54].
The content should be adapted to the audience type, for specific
countries, regions, cultures, or groups. Along with language trans-
lation, use, for example, suitable terminologies, images, cases, and
examples that the audience can relate to. Localization improves user
experience, and that will lead to a better understanding. Eliminate
things that the audience could not relate to or require mapping
to relate and understand as far as possible. Localization should
consider, for example,

• Performing accurate translation of all information into the
target language.

• Adapting graphics to the preferences of the target audience.
• Adapting layout and design so text can properly be displayed.
• Converting elements such as units of measurement and cur-
rency to local requisites.

• Using correct formats of phone number, address, and dates.

3.6 Style and Formatting
3.6.1 Visibility of overall message. The main message (or take-
home message) on a poster should be readable from a reasonable
distance. There does not exist any defined rule on how far the
message should be visible primarily because visibility is influenced
by the dimension of a poster as well as where it is placed.

3.6.2 Placement of the main message. Themainmessage of a poster
should be placed so that it does not get lost, among other details.
Based on design conventions, placing the priority content at the
front and center [47] of a poster improves its visual prominence.

3.6.3 Color used. Appropriate color and color contrast should be
used for a poster design. Answering what color will be suitable for
a poster is dependent on a variety of factors, for example, color
symbolism (e.g., blue color often symbolizes serenity, stability, in-
spiration, or wisdom in various cultures), color conventions for
scientific purposes (e.g., red color is used to symbolizes stop, bad,
danger, warning, enemy, and unsafe), official colors of an orga-
nization (e.g., white and blue are the official colors of the United
Nations), and consideration for health issues (e.g., individuals may
face difficulty distinguishing certain colors due to color vision de-
ficiency). Further, creating a complementary contrast in the color
of content and background improves their visibility [35], i.e., the
text is easily visible and readable from a distance. This complemen-
tary contrast can be determined by using the color wheel. The color
theory can greatly help with these issues.

3.6.4 Typography used. A poster’s text should be easily readable.
Making the audience spend extra time to read text is highly dis-
couraging. When selecting an appropriate typeface, it is suggested
to ensure the legibility and readability of the text [35]. For example,
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• A poster should select a typeface that works well in multiple
sizes and weights to maintain readability in different-sized
posters.

• Aposter should avoid fancy or artistic fonts that could reduce
its readability.

• A poster should use decisively contrasting typefaces to en-
hance its readability if multiple typefaces have to be used.

• A poster should use mixed or lower case rather than upper
case characters [55].

• A poster should use boldface and italic, only if necessary.
Underline should be reserved for identifying links.

• A poster should avoid reverse type (for example, white text
on a dark background).

• A poster should appropriately space the elements among
themselves.

3.6.5 Image used. Including an appropriate image that comple-
ments the text on a poster is worth many words. It improves the
information richness [16] and memorability [31] of the contents.
Furthermore, the memorability of an image depends on various
factors, for example, images with people in them are the most mem-
orable [31]. Similarly, positioning an image in the middle of a poster
will make it visible from a distance and help attract the audience’s
attention.

3.6.6 Logo used. The logo of the organization that has designed
and distributed the poster should be included on its top or bot-
tom, from where the logo is noticeable to the audience. This visual
imagery will serve to inform the audience who is the source or
messenger of the information. People tend to determine the seri-
ousness of a message based on its source or messenger [41]. Posters
distributed by an organization with a reputation for cybersecurity
or is authorized for the purpose will have a strong influence on the
audience and motivate them to take it seriously [15].

4 ANALYSIS OF THE ELICITED PROPERTIES
Weused an online assessment to determine the degree towhich CSA
posters designed and distributed by various organizations conform
to the elicited properties. In order to carry out the assessment, a
Google Form was created. Each poster was displayed with the set
of properties and the participants had to assess to what extent the
poster satisfies the given properties in terms of a five-point Likert
scale (Strongly Disagree, Disagree, Neutral, Agree, Strongly Agree).
The evaluation was performed by the five members from partner
organizations contributing/participating in the project. The analysis
used 117 posters from organizations like ENISA [23], EUROPOL
[25], Cyber Safe Work [58], Global Knowledge [38], SANS Institute
[30], and INFOSEC Institute [29] that are available for free. The
posters covered security issues and concerns like phishing and
social engineering protection, security hygiene, unattended device
protection, online child safety, data protection, email protection,
malware protection, password protection, and privacy protection.
All the posters evaluated in this study were in English. While we
collected also posters in other languages, we did not include them
in the study for the sake of comparability. In total, we received
valid submissions for 95 posters. Due to some unknown issues in

Google Form, submissions for some posters did not register in its
spreadsheet.

The intention behind this analysis is never to showwhose posters
are superior or inferior in quality; rather realize the disparity, if
any exists, between the academic recommendations and real-life
practice in poster design. At the same time, this analysis provides
a tentative idea on the relevancy of each property based on how
many posters and to what extent they conform to the property.

Among the elicited properties, although all of them are important,
a few of them have been excluded from the analysis due to practical
difficulties to assess them. These excluded properties are as follows:

• Since it was not clear for all posters who the intended audi-
ence was, it was difficult to analyze its topic’s relevancy.

• All the posters contained the organization’s logos, so this
obviously has not been analyzed in the assessment.

• Even though localization is essential to improve the effec-
tiveness of CSA posters (and in general), this study did not
evaluate it mainly because of these reasons: i) posters avail-
able in multiple languages had no other changes except a
translation of the awareness text (it was not a complete lo-
calization), ii) a very few posters were available in multiple
languages, and iii) presumably because reviewers are from
different locations, that would also make reviews inconsis-
tent as we could be reviewing different translations and other
adjustments.

• Since the color contrast of background and text is analyzed
during the typography analysis, color used has not been
analyzed. Moreover, going through the color theory to deter-
mine appropriate colors was not easy for the participants.

Figure 2 presents the number of posters that conform to each
property. Posters for which at least three participants (out of five)
have said agreed or strongly agreed they conform to the given prop-
erty have been considered to be conforming whereas the remaining
are not conforming.

4.1 Discussion of Findings
Overall, all the elicited properties have significance in the CSA
poster design and its quality assessment. This is evident from the
outcome of the analysis shown in Figure 2, wherein in a worst-case
scenario, only a little more than 50% of the posters conform to each
property.

Interestingly, we found some disparity between academic rec-
ommendations and real-life practice in poster design. Almost 50%
of the posters did not meet one or multiple of the criteria men-
tioned. The top five properties that are mostly not conformed are
Well-structured, Use of image, Positive, Complete, and Clarity in
descending order.

Particularly, posters with one-liner messages have an issue of
Complete, Well-structured, and Clarity. Obviously, when there is no
text there is no Well-structured. Similarly, posters with excessively
lengthy text and those discussing multiple issues at the same time
have an issue of Clarity. These imply that the posters should have
only enough information that needs to be known by the audience,
if possible, to act safely and securely. Indeed, putting just a catchy
slogan on the poster will help in attracting attention and is easy
to remember, however, something without a clear call for action is
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Figure 2: Number of Posters Conforming and Not Conform-
ing to the Individual Properties

questionable since behavior change also requires telling the audi-
ence what they need to do [13]. Similarly, posters with excessively
lengthy text will be demotivating for the audience to read, under-
stand, and practice in everyday life. Instead, these lengthy posters
can use an option like providing a link from where to get detailed
information for the interested audience. Obviously, determining
how much and what information to include in a poster is a chal-
lenging endeavor and could depend on the audience type. A simple
rule could be to concentrate on must-haves.

Next, many posters had either plain backgrounds or abstract/
unrelatable images on them. The use of images on a poster is to con-
tribute meaningfully to the message conveyed. However, in many
posters, the images used do not seem to achieve that. This could be
possibly due to the limited understanding of the cybersecurity issue
by the responsible graphic designer. Therefore, it is suggested to the
graphic designer to have a basic understanding of the cybersecurity
issue before s/he works on it. S/he must realize the image is not
simply to make the poster attractive but at the same time convey
or support the message included in the textual form.

Likewise, many posters emphasized what not to do. Knowing
them is definitely useful, but this may not be effective for a long-
term behavior change, essentially when such suggestions can ob-
struct the audience’s primary concern. For example, the recom-
mendation "do not use a weak password" is true but this does not
provide the right alternative. Rather this can be recommended as
"use a password with a combination of alphanumeric and special
characters" or "use a 2-factor authentication method" that conveys
the same intent.

Last but not least, the meaning of properties like Understand-
ability of the main message, Doable, Convenience, and Clarity, differ
for each individual. They are dependent on the audience’s ability
(such as security expertise and experience). For example, the same
recommendation could be doable for an individual with security
knowledge and experience, whereas undoable for a naïve person.

Similarly, an image that could make sense to one individual would
make no sense to another. So, while defining them for usable mean-
ing, one should consider the target audience’s ability to understand
and effectively apply them.

5 CONCLUSIONS
The ultimate goal of CSA is to change people’s security knowl-
edge, attitude, and behavior by putting what they have learned into
practice. In order to raise people’s CSA, security messages are com-
municated to them using diverse channels. Among them, a poster is
one of the simplest and most commonly used channels. Moreover,
most people are familiar with the usage of posters in many fields
besides CSA. Despite these all, very little effort has been made to
produce a more uniform and effective poster for CSA purposes. Fur-
ther, there does not exist any study that targets systematizing the
approaches used for CSA poster design and its quality assessment.
Therefore, this study aims to address these issues of non-uniformity
in CSA poster design, and also systematize the approach used for
its design and quality assessment.

In order to do so, this study used a nonsystematic LR followed
by an online assessment. The LR has been utilized to elicit the list
of properties that can guide the design of CSA posters as well as
act as criteria to be considered when performing a poster’s quality
assessment. An online assessment has been used to analyze 95 CSA
posters from various organizations mainly to assess how much
they conform to the elicited properties. The assessment was done
in terms of a five-point Likert scale. The aim of this assessment
was never to investigate the posters’ superiority or inferiority, but
to verify how much the elicited properties are in practice. There
were two main benefits of this assessment. Firstly, it provided the
practical relevancy of the properties, and secondly, it helped to
examine the disparity in academia and in practice, if there is any.

The LR resulted in six properties and their respective twenty-
one sub-properties. These properties and sub-properties are as
follows: Topic (Specific, Relevant), Information Quality (Credible
and consistent, Complete, Up to date), Message Framing (Direct,
Positive), Suggestions Quality (Doable, Convenience), Content Pre-
sentation (Clarity, Conciseness, Well-Structured, Uses multi repre-
sentation, Understandability of the main message, Localized), and
Style and Formatting (Visibility of overall message, Placement of
the main message, Color used, Typography used, Image used, Logo
used). Interestingly, apart from the last property, the remaining are
equally important to all other communication channels. However,
one would expect that different properties vary across the different
communication channels, e.g. while a poster needs to focus on one
topic with a certain level of detail, an awareness video could cover
the same topic in more detail, or different topics within the same
video. Mostly, because the receiver of the awareness message will
most likely spend more time on the video, even if the poster is very
engaging.

Similarly, the assessment established the relevancy of all the
listed properties. Even in a worst-case scenario, more than 50%
of the posters conform to each property. Further, the assessment
revealed a level of disparity between theoretical recommendations
for a poster design and what is in practice. Some properties like
Well-structured, Use of image, Positive, Complete, and Clarity were
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least conformed by the posters. This disparity could have occurred
due to the existing culture in poster design that is largely influenced
by fields like marketing (advertisement), where the focus is more
on visual appeal. Therefore, there is a need to have a clear distinc-
tion between the poster design for CSA purposes and others. This
requires a proper guide for CSA poster design and its quality assess-
ment. Moreover, the designer (different from the CSA professional)
also needs to have an adequate understanding of the security issues
along with experience in designing to produce an effective CSA
poster.

The main limitation of this study is the few numbers of partici-
pants in the assessment, which is statistically insignificant. How-
ever, this happened due to the nature of the assessment, where the
participants were required to have a level of consensus on the mean-
ing of each property. The assessment also did not analyze a few
properties due to technical difficulties or difficulties of objectivity.
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